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Fraud Alert: Spoofed Calls & Texts on the RiseFraud Alert: Spoofed Calls & Texts on the Rise

We’re seeing an increase in scam calls and text messages pretending to be from banks—
including ones that look like they’re from trusted financial institutions like Oak Bank.

Here’s how the scam usually works:Here’s how the scam usually works:

You get a text or call asking if you authorized a large transaction. If you reply, you might
get a follow-up from someone claiming to be from the bank’s fraud department. The
number might even look real. But then they ask for sensitive info like your CVV, PIN, or
online banking login—things we will never ask for.

Watch for these red flags:Watch for these red flags:

�Messages about “suspicious activity” on your accountMessages about “suspicious activity” on your account

�Requests for personal or financial informationRequests for personal or financial information

�Caller ID showing your bank’s number—but it’s a scammerCaller ID showing your bank’s number—but it’s a scammer

�Urgent or threatening languageUrgent or threatening language

What to do:What to do:

� Don’t reply to suspicious messages Don’t reply to suspicious messages

� Never share your CVV (credit card verification value), PIN, or login details Never share your CVV (credit card verification value), PIN, or login details

� Hang up and call us directly using the number on your debit card or from our website� Hang up and call us directly using the number on your debit card or from our website

� Report suspicious activity to us and to the FTC at reportfraud.ftc.gov� Report suspicious activity to us and to the FTC at reportfraud.ftc.gov

Your safety matters to us. If you ever have questions or something feels off, give us a call.

https://campaignlp.constantcontact.com/em/1107988473808/223f5bcd-3cf5-4523-90f9-1082175e84f5
https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=ROVING&nav=223f5bcd-3cf5-4523-90f9-1082175e84f5


We're here to help!

For additional security information, you can visit For additional security information, you can visit Oak Bank's SecurityOak Bank's Security
InformationInformation  on our website.on our website.

  
Need help with your
account?Email: bank@oak.bank
Call: 608.441.6000

If your Oak Bank Debit/ATM Card has been
misplaced, call 877.755.2957.

If you have misplaced your Oak Bank Visa Credit
Card, call 800.423.7503.

VISIT OAK BANK ONLINEVISIT OAK BANK ONLINE

Oak Bank NMLS #434669

   
        

 
Oak Bank | 5951 McKee Road, Suite 100 | Fitchburg, WI 53719 US

Unsubscribe | Update Profile | Our Privacy Policy | Constant Contact Data Notice

https://www.oak.bank/resources/security-tips
mailto:b%61n%6b%40o%61%6bbankon%6cine.com
http://oak.bank
https://www.facebook.com/oakbank/
https://www.instagram.com/oakbank_fitchburg/?hl=en
https://www.linkedin.com/company/oak-bank
https://www.youtube.com/channel/UC7EHs38qztSb0ZXpqnqgkLg
https://www.oak.bank/privacy-policy
https://www.constantcontact.com/legal/customer-contact-data-notice

